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ABSTRACT:

This paper analyses the emerging technology of quantum computing with significant inertia
of the legal system and the accelerating pace of the technology development, it is necessary
to anticipate future problems in order to support technological progress, using a historical
perspective of the computer revolution , this paper analysis the emerging technology of
quantum computing maybe unprotect able under current data privacy act 2023 and the
information technology act nor article 21 of the constitution law has given the complex
quantum mechanics driving the technology. Furthermore, principles of quantum computing
could provide additional difficulties for advocates and judges in trying to apply the law to
quantum information technology. The core problem of data privacy in relation to quantum

computing is still in its early stages.
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Introduction:

The roots of the concept of privacy may be traced to several anthropological and sociological
research regarding diverse cultures and societal structures. Many philosophers like Jeremy
Bentham, Plato, Aristotle, John Locke etc. have discussed privacy unknowingly. The
definition of privacy changes from time to time depending on the society, culture, and
community. The majority of procedures used in the processing of certain types of data are
particularly regulated by data privacy law. It therefore addresses the collection,

documentation, recording, consumption, and dissemination of data.

Historical computers, such as the first mainframes from the middle of the 20th century, were
big, heavy devices. They were primarily used for completing simple computations and data

processing activities, had a small amount of storage, and used punch cards as input. These

WWW.BRILLOPEDIA.NET Page 1




BRILLOPEDIA VOLUME 4 ISSUE 2

early computers were older methods of legal study and documentation, when advocates
mainly depended on physical documents, libraries, and manual research. We are currently
equipped with supercomputers with enormous processing capacity that can run elaborate
simulations, analyse huge datasets, and solve issues quickly compared to earlier machines.
now the quantum computing has quashed the technology and has the capacity decrypt
and take access to the data within seconds. Computers of today are technological wonders.
With their massive processing capacity, modern supercomputers can complete difficult
problems, analyse large datasets, and run sophisticated simulations in a fraction of the time it
would take a computer from the past. Artificial intelligence (Al) systems are also capable of
learning from data, comprehending natural language, and making defensible conclusions.
Thanks to cloud computing and high-speed internet, computer resources are now freely

available to both individuals and enterprises, fostering worldwide creativity and cooperation.

Research Design

The main aspect for this paper is to study the of digital data privacy act, 2023 would
safeguard the data privacy in the context of quantum computing. This research aims to
understand the challenges and the opportunities that quantum computing would get in for

data privacy protection and to state strategies and solutions for the challenges.
The scope of this study is:

e What are the threats to data privacy in quantum computing and how can these be
protected?

e How effective is the digital data privacy bill 2022 in the era of quantum computing?

A doctrinal research is looking into India's data privacy and quantum computing policy and
legislative frameworks, along with any related international legal treaties. Extensive
descriptions, interpretations, and judgments of the legal material taken from secondary
sources would be considered qualitative data. It entails a greater understanding of the
significance, setting, and ramifications of legal doctrines, case law, scholarly writing, court

rulings, and other published legal resources.

Literature Review:
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DATE ENCODING PATTERNS FOR QUANTUM COMPUTING

The authors in this research article gives an insight about quantum computing and data both
in a positive and in a negative manner. Quantum computers offer the promise of solving
specific problems faster than classical computers. Data must be encoded into quantum bits
(qubits), and the choice of encoding method significantly impacts loading time. Various data
representations are possible, and both the data itself and the selected encoding influence the
loading process's runtime. But data loading into quantum machines is a complex challenge. In
the worst-case scenario, data loading can be exponentially time-consuming, posing a critical
obstacle to achieving the expected quantum algorithm speedup, which relies on efficient data
preparation in logarithmic or linear time. To address this issue and make quantum computing
more accessible, the authors have introduced three common data encoding patterns. These
patterns are especially valuable in intricate domains like quantum computing, as they help the
bridge the gap for diverse user backgrounds and facilitate the development of quantum
applications, particularly for software developers. The authors in this research article have
explained the issues arising out have quantum computing but have explained the efficiency of

the solutions that they have pronounced.

Manuela Weigold, Johanna Barzen, Frank Leymann, and Marie Salm. 2022. Data encoding
patterns for quantum computing. In- Proceedings of the 27th Conference on Pattern
Languages of Programs (PLoP '20). The Hillside Group, USA, Article 2, 1-11.

A privacy preserving authentication protocol using quantum computing for V2I

authentication in vehicular adhoc networks

In this research paper the author mainly focuses on making communication in vehicle
networks (VANETS) safe and private. Many methods have been suggested for this, but they
often rely on keeping certain secrets or using math problems that are hard for regular
computers to solve. However, because wireless communication can be eavesdropped on, it's
not always easy to keep messages confidential. What makes things even more complicated is
the emergence of powerful quantum computers. These machines can break these security
methods much faster than regular computers. So, the researchers propose a new way to

protect VANETS using a special kind of communication called quantum key distribution.
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This new approach doesn't need to send secret codes in the usual way, and it's resistant to
quantum attacks. It safeguards VANETS against various security threats like impersonation,
tampering with messages, and denial of actions. It also defends against tricky attacks like
when someone intercepts messages or replays them. Moreover, this protocol makes sure that
messages sent can't be easily linked to a specific vehicle or person, protecting privacy. It also
helps track a vehicle if it behaves badly. This research shows us that this method works well

for keeping information secure and to ensure that communication is reliable.

Kumar Prateek, FahiemAltaf, Ruhul Amin, SoumyadevMaity, and Barbara Masucci. 2022. A
Privacy Preserving Authentication Protocol Using Quantum Computing for V2I
Authentication in Vehicular Ad Hoc Networks. Sec. and Commun. Netw. 2022 (2022).

Quantum computing and computational law

This research article explores how quantum computing, a powerful technology, can transform
the field of computational law and discusses which types of problems quantum computers are
much better at solving compared to regular computers, a concept known as "quantum
supremacy.” The author then predicts three ways in which quantum technology might
revolutionize the legal field. Firstly, Quantum computers can help find the best solutions to
complex legal problems faster than regular computers. Secondly, they can also assist in
determining who needs to prove what in legal cases, making the legal process fairer and more
efficient and thirdly, Quantum technology could enhance machine learning tools used in law,
making them smarter and more effective. The author is not sure as to how quantum
computing works in the legal field and the author suggests that we need to start thinking
creatively about how this technology could benefit the legal sector now, even though the

exact ways are uncertain.

Jeffery Atik& Valentin Jeutner (2021) Quantum computing and computational law, Law,
Innovation and Technology, 13:2, 302-324, DOI: 10.1080/17579961.2021.1977216

The Potential Speed and Power of Quantum Computing Compared to classical computers,
quantum computers may do complicated tasks at tenfold quicker speeds. This implies that
traditional encryption techniques can be effectively broken by quantum computers,

presenting a serious risk to data security and privacy.
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Risk of Data Exposure Common encryption methods, which protect our data while it's being
sent and stored, can be cracked by quantum computing. Sensitive information, such as
financial, personal, and government data, may become public without strong quantum-

resistant encryption.

Data Security in the quantum era the growth of quantum computing is driving up the demand
for cryptographic solutions that are immune to quantum errors. To guarantee that data is kept
private in a post-quantum world, data privacy laws and practices must change along with
technology. Data is continuously sent across boundaries in a world that is becoming more and
more connected. The potential for quantum computing to create novel challenges in
safeguarding cross-border data flows underscores the need for harmonizing international data
privacy rules to effectively address these issues. In the context of gquantum computing,
safeguarding data privacy involves more than simply protection; it also involves enabling
innovation. In the quantum era, companies and countries who can guarantee strong data

privacy will have an advantage in creating and applying these technologies.

Laws

Enacted in 2019, the Personal Data Protection Bill (PDPB): One of India's most important
data privacy legislation is this one. It seeks to control how both public and commercial
organizations process personal data. Inspired by the General Data Protection Regulation
(GDPR) of the European Union, the bill includes measures pertaining to data localization,
data protection impact assessments, data subjects' rights, and data fiduciaries' duties. The
2011 Information Technology (Sensitive Personal Data or Information and Reasonable
Security Practices and Procedures) Rules: These regulations, which come from the
Information Technology Act of 2000, outline the requirements that data handlers follow in
terms of appropriate security methods and processes as well as standards for protecting
sensitive personal data or information. The Aadhaar (Intelligent Provision of Financial and
Additional Subsidies, Advantages, and Services) Act of 2016: This legislation governs the
security of Aadhaar data and the usage of the Aadhaar system for authentication. In the
context of biometric data and data privacy, it is especially crucial. The Act of 2000 on
Information Technology: Digital signatures, electronic documents, and cybercrime
punishments are only a few of the topics covered by the IT Act, which has undergone several

amendments over the years. It offers India's legal foundation for data security and protection.
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The Data Empowerment and Protection Architecture (DEPA) in draft form: At the time of
my most recent knowledge update, DEPA was still a proposed law, but its goal is to give
people more control over their data. It is anticipated to have an impact on data privacy in

India and seeks to enable people to safely share their data with third parties.
A detailed information in what ways the data privacy bill is associated in India:

The PDPB places a strong emphasis on the idea that companies that handle personal data, or
data fiduciaries, should only gather and use the information that is required for the reasons for
which it is being processed. By adhering to this concept, enterprises are protected from
gathering unnecessary or excessive data. Data fiduciaries are obligated to only treat personal
data for explicit, understandable, and legal objectives that have been disclosed to the data
subject. Any extra processing of personal data must be consistent with the original intent, or
else the data subject may need to provide further consent. The PDPB protects the rights of
people whose data is being processed, giving them access to their information, the ability to
make corrections to it, the ability to limit or object to its processing, the ability to transfer
their data, and the ability to be forgotten (erasure). Additionally, data subjects are entitled to

information regarding the processing of their data.

Data fiduciaries are required by the PDPB to take reasonable measures to guarantee the
quality and accuracy of personal data. In order to preserve the correctness of the data, this
involves updating and correcting it as needed. Adequate security measures must be put in
place by data fiduciaries in order to prevent unauthorized access, disclosure, or destruction of
personal data. To find and reduce data security threats, they must do data protection impact
assessments, or DPIAs. The PDPB regulates cross-border data transfers and mandates that
sensitive personal data be processed and stored largely in India. However, it guarantees that
the data is sufficiently safeguarded and permits certain exemptions and procedures for the
transfer of data outside of India. International data privacy laws, like the General Data
Protection Regulation (GDPR), are legislative frameworks created by different nations or
coalitions of nations to safeguard people's personal information and privacy. One of the most
well-known and significant data privacy laws is the General Data Protection Regulation
(GDPR), which is applicable to all member states of the European Union and the European

Economic Area.

Any information that may be used to identify a person, either directly or indirectly, is

considered personal data under the GDPR. Names, addresses, email addresses, bank account

WWW.BRILLOPEDIA.NET Page 6




BRILLOPEDIA VOLUME 4 ISSUE 2

information, IP addresses, and more are included in this. When processing activities are being
planned, especially those that involve substantial risks to the privacy of an individual's data,
Data Protection Impact Assessments are necessary. DPIAs assist in identifying and reducing
any hazards to data privacy. The GDPR governs the sharing of personal information beyond
the EU. It permits transfers to nations having sufficient data protection legislation and offers
safeguards for safe data transfers to nations without sufficient protection, such as Standard
Contractual Clauses and Binding Corporate Rules. Non-compliance with GDPR carries
sanctions, with the possibility of large financial penalties. The severity of the infraction, the

size of the company, and other factors all affect these sanctions.

Quantum-resistant encryption is the fastest and most effective way to safeguard user privacy
in quantum computing. This entails creating and utilizing encryption methods that are
resistant to quantum assaults. To develop and implement quantum-resistant encryption
algorithms, institutions and governments need to allocate resources towards research and
development. By taking this preemptive measure, data security will be maintained even as
quantum computers gain strength. Robust Legal Frameworksto handle the particular
difficulties presented by quantum computing, legal frameworks need to be modified and
enlarged. This entails creating precise guidelines for the distribution of quantum keys,
updating data privacy laws to reflect the post-quantum threat environment, and outlining who
is responsible for breaches involving quantum technology. To create and implement laws that

protect data privacy in the quantum age, legislators and legal experts should work together.

Ethical Data Use and Governance it is essential to create governance frameworks and ethical
norms tailored to the world of quantum computing. These frameworks ought to cover matters
like ethical decision-making while utilizing quantum technology, ethical data usage, and
preventing bias in quantum algorithms. The creation, application, and research of quantum
solutions must take ethics into account. Cooperation and International Standards:
International cooperation is essential given the worldwide scope of quantum computing. In
the quantum era, nations should cooperate to create uniform guidelines and standards for data
privacy. Cooperation can result in more international security, reciprocal acceptance of data

privacy safeguards, and standardized rules.

Include Quantum-Resistant Encryption Requirements Sensitive data should only be protected

via quantum-resistant encryption techniques, which should be mandated by updated data
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privacy regulations. By doing this, businesses can be confident they are ready for the risks
that come with quantum computing. Establish or improve data localization requirements that
require specific types of data to be processed and stored inside national borders. Sensitive
data may benefit from an additional layer of protection from this. Expand the rights of data
subjects to include greater control over how their data is used, the ability to understand
automated decision-making processes, and the ability to find out whether quantum computing
systems are processing their data. Penalties and Data Breach Reporting Boost the standards
for reporting data breaches and make it mandatory for impacted parties and agencies to get
notices more quickly. Increase the severity of the penalties for non-compliance to incentivize

businesses to spend money on robust data security procedures.

Require enterprises to do routine privacy impact analyses (P1As) in order to detect and reduce
risks connected to data processing, particularly those related to quantum technology.
Regulatory Oversight to monitor and enforce compliance, establish specialized regulatory
organizations or authorities with knowledge of quantum data privacy. These organizations
should be able to be audited and investigated by these bodies. Ethical principles to guarantee
the appropriate and moral application of quantum computing technology, develop ethical
principles and incorporate them into data privacy regulations. This entails dealing with
concerns about responsibility, justice, and bias. Programs for Privacy Awareness: Launch
campaigns and educational initiatives to increase public knowledge of data privacy and the
effects of quantum computing. To create a culture that values privacy, it is essential that
individuals and organizations get education. Global Data Privacy Collaboration: Encourage
international collaboration and harmonization of data privacy laws to create consistent global
standards, especially concerning cross-border data transfers and the regulation of
international companies. Robust Data Portability Rules: Enhance data portability provisions,
making it easier for individuals to transfer their data between service providers securely and

efficiently.

Case Study:

1.The 2020 "Schrems 11" case verdict from the European Court of Justice (ECJ) had a
significant effect on international data transfers and data security protocols. The EU-US
Privacy Shield, a data transfer agreement, was declared void by this ruling mainly because of

worries about US government monitoring tactics. This decision has important ramifications
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as it highlights how crucial strong data protection policies are for cross-border data transfers.
The Schrems 11 case concerned concerns over the sufficiency of data protection measures for
personal data of European Union residents when it is transferred to the United States. The
European Court of Justice (ECJ) voiced concerns about mass monitoring methods and the
lack of efficient channels for EU citizens to file complaints. The EU-US Privacy Shield was
declared illegal as one of the main results of the ruling, forcing companies that depended on it
for transatlantic data transfers to find other ways to guarantee compliance with data
protection laws. The lawsuit also forced a review of data transfer procedures, with an
emphasis on Standard Contractual Clauses (SCCs). Businesses utilizing SCCs have to assess
the receiving nation's data protection laws and, if needed, put in place additional security
measures. The intricacy of transnational data transfers and the requirement for international
data privacy norms and procedures were brought to light by the Schrems Il verdict. In the
context of data privacy, it highlighted the need of robust data protection mechanisms and

highlighted the difficulties presented by government monitoring programs.

2. The Supreme Court of India rendered a historic decision in the 2017 case of "Justice K.S.
Puttaswamy (Retd.) v. Union of India," recognizing the right to privacy as a basic freedom
guaranteed by the Indian Constitution. The ruling on data privacy and surveillance legislation
in India was significant and far-reaching. Concerns around government monitoring and the
gathering of personal data led to the filing of the lawsuit. The right to privacy is an inherent
and essential component of the fundamental rights established in the Indian Constitution, the
Supreme Court said in a majority ruling. Acknowledgment of Privacy as a Fundamental
Right: The Indian Constitution's Articles 14, 19, and 21 clearly identify the right to privacy as
a fundamental right, which was pointed out in the ruling. As a result, the protection of
personal information and privacy in India's legal system has gained ground. Impact on Data
Privacy legislation: The decision had a significant impact on Indian data privacy legislation.
It cleared the path for the creation of extensive data protection laws, which resulted in the
creation and presentation of the Personal Data Protection Bill (PDPB). Protection from
Surveillance: The ruling reinforced people's rights to be free from unjustified government

monitoring and data gathering, highlighting the necessity of appropriate and legal actions.

3. An important decision was made by the Supreme Court of Canada in the 2014 "R. v.

Spencer" case. The case served as a reminder that people have a legitimate expectation of
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privacy regarding the information about their Internet activity. This historic ruling recognized
the sensitivity and secrecy of online activity while establishing important rights to privacy in
the digital sphere. The ruling signaled the changing legal landscape around privacy rights in
the digital era and acknowledged the need of preserving individuals' digital privacy. It also

established a precedent for the protection of personal data.

Conclusion:

Risks to Data Privacy Presented by Quantum Computing: Our study has shown that there are
serious risks to data privacy associated with the development of quantum computing.
Implication to safeguard data privacy in the quantum age, organizations and governments
need to give priority to developing and implementing quantum-resistant encryption. If this
isn't done, confidential information may be exposed to quantum assaults. Ethical Issues with
Quantum Computing: Our research sheds light on the moral issues that come with using
quantum technology. These include the responsible usage of quantum-powered systems,
ethical decision-making in quantum applications, and possible biases in quantum
algorithms. Implication: In order to direct the moral use of quantum technologies,
frameworks pertaining to law and ethics must be developed. It is essential to ensure
responsible development and implementation in order to avoid unethical or biased results.
Legal and Regulatory Difficulties: The study points out a number of legal and regulatory
difficulties that are specific to quantum computing, such as the requirement for updated data
protection legislation, more precise governance for quantum technology, and the creation of
global standards. Implication: In order to handle the issues raised by quantum computing,
policymakers need to modify and broaden existing legal frameworks. Establishing

international standards and norms requires cooperation between governments.
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